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1. Institutional.

2. Cf. Drago-Porter Convention (1907).

3. William Gibson.

4. Neuromancer .

5.Brier, Soren, Cybersemiotics and the Question of Knowledge, Information and
Computation, Gordana Dodog-Crnkovic & Mark Burgin (eds), World Scientific Publishing,
2010, p 14.
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1. U.N. Charter art. 2, para 4.
2.Malcolm Shaw, International Law, 3rd Edition, Cambridge University Press, 1995, p 686.
3. Albrecht Randelzhofer, 'Article 2(4)', in Bruno Simma (ed.), The Charter of the United

Nations — A Commentary, Volume I, 2nd Edition, Oxford University Press, 2002, pp 123—
124.
4. Hilaire McCoubrey and Nigel D. White, International Law and Armed Conflict, Dartmouth

Publishing Company: Aldershot, 1992, p 62.
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1. The most grave forms of the use of force.
2. Less grave forms of use of force.
3. Military and Paramilitary Activities in and Against Nicaragua, (Nicaragua v. United States

of America), Judgment, 1. C. J. Reports 1986, para 191.
4. Albrecht Randelzhofer, 'Article 51', in Bruno Simma (ed.), The Charter of the United

Nations — A Commentary, Volume I, 2nd Edition, Oxford University Press, 2002, pp 790—
791.
5. Nicaragua, para 209.

6. Economic force.
7.Randelzhofer, Article 2(4), pp 117-118.
8.Hans Kelsen, Collective Security Under International Law, U.S. Naval War College:
Newport, 1954, pp 55- 57.

(Randelzhofer, Article 2(4), p 118) :4; 3.8 ol 3)80 (] 1> 5 et aslllas (gly A
10. Belatchew Asrat, Prohibition of Force Under the UN Charter — A Study of Art. 2(4),
Iustus Forlag: Uppsala, 1991, pp 113-114.
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1. Declaration on the Enhancement of the Effectiveness of the Principle of Refraining from
the Threat or Use of Force in International Relations, GA Res. 42/22, 18 November 1987.
2.Derek W. Bowett, 'Economic Coercion and Reprisals by States', 13 The Virginia Journal of
International Law 1972, pp 1-2.

3. Michael N. Schmitt, 'Computer Network Attack and the Use of Force in International Law:

Thoughts on a Normative Framework', 37 Columbia Journal of Transnational Law ,1999, p
901.

4.The Corfu Channel Case (UK v. Albania), I. C. J. Pleadings, 1950, Volume III. Oral
Proceedings, Statement by Sir Eric Beckett (U.K.), Sitting of 12 November 1948, p 296.

5. Policy of force.

6. Corfu Channel, p 35.

7. Nicaragua, para 228.
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1.Ian Brownlie.
2.1Ian Brownlie, International Law and the Use of Force by States, Clarendon Press: Oxford,

1963, p 362.
3. Teleological.

4.Duncan B. Hollis, 'Why States Need an International Law for Information Operations', 11
Lewis & Clark Law Review, 2007, p 1041.
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Michael N. Schmitt (ed.), Tallinn Manual on the International Law Applicable to Cyber
Warfare, Cambridge University Press, 2013, pp 45-46.See also Daniel B. Silver,
‘Computer Network Attack as a Use of Force Under Article 2(4)', 76 U.S. Naval War
College International Law Studies, 2002, pp 84-85; Oona Hathaway, Rebecca Crootof,
William Perdue and Philip Levitz, 'The Law of Cyber- Attack’, 100 California Law Review,
2012, p 847; Heather Harrison Dinniss, Cyber Warfare and the Laws of War, Cambridge
University Press, 2012, p 74; Dinstein, Yoram Dinstein, "Computer Network Attacks and

Self-Defense’, 76 U.S. Naval War College International Law Studies, 2002, p 105.

1. Nicaragua, para 195.

2. Michael N. Schmitt (ed.), op.cit., 2013, pp 45-46.

3.1bid, pp 46-48.

4. Enhanced Cyber Defence Policy.

5.NATO Summit Updates Cyber Defence Policy, Newport, Wales, on 4-5 September 2014,
available at: https://ccdcoe.org/nato-summit-updates-cyber-defence-policy.html
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Kristene Eichensehr, Review of The Tallinn Manual on the International Law

Applicable to Cyber Warfare (Michael N. Schmitt ed., 2013), UCLA Public Law & Legal
Theory Series, 2014, available at: http://escholarship.org/uc/item/8fw1918s#page-1
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J. N. Singh, Use of Force under International Law, Harnam Publications: New Delhi, 1984,
p213.
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